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Destacar para o empresariado da ACRJ a relevancia da

INTELIGENCIA como ferramenta de assessoria ao processo

decisorio
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Observacoes
x Citacdes em Inglés.
x N&o ha pretenséao de impor regra, norma ou pensamento. A apresentacao é
um instrumento de troca de experiéncias.
X Todas as citagcOes sdo de responsabilidade exclusiva da Bravus Consultoria.

x Carater ostensivo.
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Mapeamentoto das: Relagdess Instifucionais:is da Empresaa

Ferramentat 2 de: Assessmenht - Identificagéioio de Vulherabilidadeses (Insideér)) e Ameagass (Outsiders )
Apoioo paraa Anglise= de: Risco e elaboragdoo de: Plano de: Seguramgaa

Assessoriaa emn Gestao> de: Crise:

Acompanhamentonto emn Negociagdes:s Sigilosass

Treinamentosos e implémentag¢aq o de: equipess de: inteligénciaia e de: contrainteligénciacia
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Livio CONTRA & INTELIGENCIA 4.0

FERRRADO BRFTETRLLR

NS

LINK AMAZON

05 CAMINHOS DA ATIVIDADE DE INTELIGENCIA

PARA A SEGURANCA CORPOQ,ATIVA _
‘l
i

Literare Boobfs ( k

o
o4
<
@,
A
qi
O
—d
w
}-—
<
o3
<
44
o
-
O
QO

© BRAVUS CONSULTORIA 2025 6




CONTRAINTELIGENCIA
CORPORATIVA

Primeira Parte - Incertezas

6 .w!+'{ [/ hbAHd ¢hwL 4




CONTRAINTELIGENCIA
CORPORATIVA

GEOPOLITICA - setor corporativo

GUERRA FRIA 2.0 E GREY ZONE

O ambiente de rivalidade e de disputas por poder protago-

nizado entre EUA e China permite conceber a realidade de uma
nova guerra fria entre poténcias, agora com diferentes facetas,
além das disputas entre as correntes capitalistas e comunistas, nas

décadas de 1950 até 1980.

Este livro nio foi concebido para tratar de ciéncia politica nem de

LUIS FERNANDO BAPTISTELLA

relagcdes internacionais, seja pela vertente realista ou idealista; contu-

do, é certo também afirmar que, se sua empresa nao estd interessada em geapalitica, d gﬂﬂpﬂlftica de algum ator estatal estd interessada em

sU4d EI’IIEI'ESEL
148 Alids. ni h . .
145, Na0 MENOsSpIreic o ramanhno ¢ a 1mp0rtanc13 dE sUd CINpresa

nesse cendrio de competicio em que servigos de inteligéncia estartais

ou privados podem atuar, ainda mais se a empresa desenvolve alguma
tecnologia que contenha conhecimentos sensiveis, achando que ela
nao tem significado no mercado para outros competidores globais,

que contam com o suporte estatal, a exemplo das empresas chinesas.
© BRAVUS CONSULTORIA 2025 3
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Incertezas

ANCHORAGE, UNITED STATES

US & Russian presidents in Anchorage for historic summi_t
TRUNMP & PUTIN SHAKE HANDS IN ALASKA
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Terras Raras

O NOVO ‘OURO’

O que sao terras raras e por que elas sao tao
importantes para a economia?

EUA buscam alternativas a dominacao chinesa no mercado de terras raras, elementos cruciais para tecnologia e

defesa, em meio a tensoes comerciais

Ramishah Maruf, da CNN

© BRAVUS CONSULTORIA 2025 11
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HOW RARE EARTHS

T e r r a S R a r a S POWER U.S. DEFENSE

F-35 FIGHTER JET ARLEIGH BURKE VIRGINIA-CLASS SUBMARINE
DDG-51 DESTROYER

' as==< Tomahawk missiles
- ) @ Radar systems
Modern defence systems are powered by critical - fﬁ;‘i??i'ﬁi’iﬁsdetemmeta,gets , 8 Drive Motors
materials . TN et 4,600 KG
## Propulsion

4§ Drive motors

An F-35 uses over 400 kg of rare earths .
A Virginia -class submarine over 4.600 Kg.

2'600 KG Bver 70% of U.S. rare earth

imports come from China

RARE EARTHS USED (KG)

Yet more than 70% of US rare earth imports
come from countries outside of NATO. KEY RARE EARTH ELEMENTS

EXCLUSIVE DATA PARTNER

Fonte:linkedin.com/in/ dionysialeolei *"BENCHMARK Source enchmark

benchmarkminerals.com

Where Data Tells the Story @& App Store [ P> Google Play
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A Guerra Tecnologica
sle]c

Royals, Maga and tech CEOs: What we
learned from state banquet guest list

Share =  Sa

3 days ago

Mallory Moench ., Visual Journalism team . Simon Jack business
editor and Sean Coughlan royal correspondent

FINANCIAL TIMES

COMPAMNIES TECH MARKETS CLIMATE OPINIOMN LEX WORKG& CAREERS LIFE&ARTS HTSI

Nvidia ( Addto vaT)

China bans tech companies from buying
Nvidia's Al chips

Beijing steps up efforts to boost semiconductor independence and compete with US

Beijing is pressing Chinese tech companies to break their reliance on Nvidia in order to achieve an independent

semiconductor supply chain © Dado Ruvic/Reuters

Zijing Wu and Cheng Leng in Hong Kong and Tim Bradshaw in London

[3 269

Published SEP 17 2025 | Updated SEP 17 2025, 12:02

Source: PA

= '_;, .‘

=2 7 b Wi

§
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‘Downing Street chief of
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Nova Rota da Seda

The BRI and China’s International Trade

A
S

Duisburg
Rotterdam
Zeebrugge

Impartant BRI hubs

China's trade position par country** Caorndors

B China s trade partner #1 Major BRI overland @ ron @ tvsiniand Chinese majority stake
China i trade - cormidors

B China is trade partnier © ey @ tinknd Chinese minosity siake

China iz trade pariner #3 ﬂ hdajor BRI reritirne

corridors a hultirmodal Other type of Mainland Chinesa

China mit 8 top 3 trade partner s s T
Mo data O Invalvernent by
Hiawg Kongrbasad compamy

* This is China's safe military bose outside of Ching
“* Bpced on MAF Dvrection of Trade Statistics 2078 Expaorts (FOB) + kmparts (C0E) with Ching per coundry, relehive to otfer comatnies
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INTERNATIONAL

ASIA  TODAY

The TIngeen Face of Asia

THE

CENTRAL ASIA « NEWS

China builds port in Peru as part of Belt and Road initiative

22/01,2024
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USSMANEAPOUISST. PAUL (105 21) | Camseean *
USS GRAVELY (DG 107) | CARIBBEAN "
PACIFIC
OCEAN

_-“-

USS JASON DUNHAM (DOG 109) | CARIBBEAN

FAST ATTACK SUB (SSN) | UNKNOWN

CARIBBEAN
SEA

CREATED BY @IANELLISJONES X @IEJMEDIA | IEJMEDIA.COM

SOURCE: U.S. NAVY/DVIDS, USNI, US CARRIERS NET, MARINE TRAFFIC, OSINT
NOTE: GEOGRAPHIES AND SHIP LOCATIONS ARE APPROXIMATE AND CHANGE DAILY
INCLUDES SHIPS CURRENTLY IN OR EXPECTED TO ENTER THE SOUTHCOM AOR SOON
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Grey Zone -setor corporativo

GUERRA FRIA 2.0 E GREY ZONE VECTOR

Military

Grey Zone=
Atividades obscuras, abaixo do
limiar de um conflito armado .
Campanhas amorfas qgue
combinam meios nao militares e
proxy para desestabilizar o0s pontos

Peace-Keeping
Operations

LEVEL OF

FORCE
fortes de um alvo - Estado ou

Empresa .

Pode Incluir assassinatos
(seletivos), sequestros, operacoes
de desinformacao, espionagem
tradicional e sabotagem

Violent

~[ree GREY-ZONE

Market

Fonte:Grey Zone by Thomas Dobles al, Perry Group Papers, 2020he Forge
https://theforge.defence.gov.au/202€perry-group-papersgrey-zone
6 .w!+!'{ /hibAHg ¢hwL 16
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Incertezas

CONFLITOMILITAREENTREUCRANIA E RUSSIA| A

POLITICO Enter keyword Q EXPLORE v NEWSLETTERS & PODCASTS -

Dam|sabotage creates Ukraine’s worst

environmental disaster ‘since Chernobyl’

Destruction of the Nova Kakhovka dam threatens tens of thousands of people, the country’s energy grid
and the environment.

Novo video mostra drones da Ucrania saindo de
caminhao na Russia; veja

Imagens mostram dispositivos voando proximo a base aérea que foi atacada em territorio russo

Da Beuters

£l K £ dSs = 2}

e T L = LSRN TS - =

ONSULTORIA 2025 17
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Drones

DRONES VUma [re]invencao para 0S Criminosos?

1L TN

TECNOLOGIA DO CRIME \AR'A®

TRAFICANTES USAM DRONES PARA MONITORAR POLICIANORIO €NNI[*2
Imagens foram associadas ao grupo do criminoso Lacoste BRASIL

P 14:P| AD)N A002 A2IZS WReCIERADEE [ E™C

Traficantes usam drones para monitorar policia no Rio de Janeiro | BASTIDORES CNN

e, B2 D 2 conperiher

© BRAVUS CONSULTORIA 2025 MY
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CONTRAINTELIGENCIA
CORPORATIVA

Drones

> ANFEIFUNYCARIQ A JENEAROEM ! ! ‘, Mu é A

w,a - { s . i Noticias em primeira méo
10 vejario - Segunr (‘ cu"rg‘vrn\—g ;\vww.senao‘noticiaspc.com.bf

@ vejario @ 2 sem
O Rio viveu uma cena inédita de guerra

urbana nesta terg¢a (28). Durante a
operacao Contengao, nos complexos do
Alemao e da Penha, na Zona Norte,
membros do Comando Vermelho
usaram drones para langar granadas
contra equipes da Core e do Bope.

O uso de drones adaptados como
"bombardeiros” improvisados, capazes
de liberar granadas por gatilhos
mecanicos, aponta que a atuagao das
facgOes cariocas alcangou um outro
patamar.

Além de langar explosivos, os

equipamentos fazem reconhecimento .
aéreo, orientando a movimentagdo das ULTIMA HORA

Comando Vermelho adrinas T EMPR eal INACREDITAVEL:
usou drones para langar e e R e CrimlnosOs usam drone
granadas na policia > 230 © 2 para lancar gr@nadas
contra policiais durante

“ Adicione um comentario... @ operagéo no RJ
© BRAVUS CONSULTORIA 2025 19
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Desordem Informacional
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Desordem Informacional

>eBnANi DADEN NOQer r dr A NDENA
dARe eBAMYIRT ? ADNB? B
ENNnNADzZNNMAN EBe g Bn A dwfrAr N

DPDE
&

, NErwNr Qe ADRr A A BMWNe A ARNA N

— : Informacao Ma
——IZT;::?}:;: Publicacao deliberada de
informacdes privadas de
Misinformation Contetido fabricada

P = cunho pessoal ou de uma
Desintormacao alib
ou deliberadamente empresa, como fotos de

AN dAENRA? e U RA Adr Be

CG - seria a dicotomia entre o X% N cDZA D& d, ¢ Erros nio intencionais

N ) manipulado, com nudez ou de intimidade,
OXRAAKArexX como legendas, datas,

i intencdo de criar a partir de um contetdo
estatisticas ou tradu- o d . .
teorias da genuino, com possiveis

: W o x . cOEs mm”&m?" PD{}E conspiracao ou alteracoes de contexto,
conceito de XNATF AAerr e X compreender situacoes e e com propésito maldoso
de ironia ou de inter- e de vinganga.

pretacao propria.

A Desordem Informacional vai além do

Guerra  Cognitiva V influenciar a sua

capacidade de percepcédo da realidade .

CONTRA & INTELIGENCIA' Vpég; 213

© BRAVUS CONSULTORIA 2025 21
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Desordem Informacional

OBSERVADOR — o

Arterial Opinido Radio Podcasts Newsletters Ultimas Seccdes v

Aceita 1 estadia no Pacheca Group? Para 2 pessoas -

& 1076kwWh poupados com a @& HYUNDOAI | i)

BBC também manipulou discurso de Trump noutro
programa dois anos antes e tera ignorado alertas

Edicao de 9 de junho de 2022 do programa BBC Newsnight também apresentou versao adulterada do discurso
de Trump, dando a entender um apelo direto aos apoiantes para a marcha até ao Capitalio.
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InNfFoMoney
Itimas MNoticias

ITUB4 R$39A85 -0.82% ABEV3 R$13.41 -2.40% GGBR4 RS18,48 -0.86%

Business | Global

Ibovespa 155.380pts -0.73% DOLAR RS$5,34 +0,40% BITCOIN R3473.

Erro na edicao de discurso de Trump provoca
crise historica na BBC. Entenda polémica

Episodio causou a renuncia de alto escaldo da emissora. Trump ameacou processar a BBC por US$ 1 bilhdo ou

mais

The New York Times | Jane Bradley
16/11/2025 14h16 = Atualizado 4 dias atras
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ENreacDNB uUAReaEcBAOde ANAK

]
veja VEJA NEGOCIOS VEJA+ RADAR RADAR ECONOMICO POLITICA COMER & BEBER MUNDO CULTURA [pidENSaRzmi:iNe) 9 .

Mundo

Falencia sistemica: caso BBC ilustra problemas
— e hao so de jornalismo

O reino britinico estd encrencado em varios aspectos e o esciandalo da manipulacio de video de Trump é
apenas um dos sintomas disso

For Vilma Gryzinski
13 nov 2025, 06hd4

A “direita” estd usando a “controvérsia” do video manipulado de Donald Trump
para destruir a BBC. Esta foi basicamente a reacao de altos cargos da emissora,
em on e em off. Por si s6, ja desmascara a tentativa de defesa: se a BBC estd sendo
atacada pela direita é porque éde esquerda ou o que chama ... 5 O GLOBO 100 Politica Brasil Rio Mundo Economia Salide Cultura Esportes Colunistas

O GLOBO 100 | Mundo

Clube Mewsle

Mundo

Diretor-geral da BBC anuncia rentncia apds
edicdao enganosa de discurso de Trump

Emissora britanica é acusada de ter editado, em documentario, trechos separados de
discurso do presidente americano Donald Trump

Por AFP — Londres, Inglaterra
IFP{q 8
09/11/2025 17h31 - Atualizado ha 4 dias

© BRAVUS CONSULTORIA 2025 23
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Realidade Sintética

Golpistas usam deepfake de diretor financeiro e
roubam USS 25 milhoes

Esquema fez funcionario acreditar em reuniao falsa com outros colegas e realizar a transacao

Heather Chen, Kathleen Magramo, da CNN

05/02/24 as 16:42 | Atualizado 05/02/24 as 16:42

World / Asia

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

Fonte: https://gizmodo.com/deepfakevideo-callscamsfinancebro-out-25-million-1851227196
https://www.cnnbrasil.com.br/economia/negocios/golpistasamdeepfakede-diretor-financeirce-roubamus-25-milhoes/
https://www.cnn.com/2024/02/04/asia/deepfakefo-scamhongkongintl-hnk/index.html © BRAVUS CONSULTORIA 2025 24
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The Top 10 Risks Facing Organizations from 2007-2025 Vha:10p 10 Fisks acing Crganizations from COOF-2ica

Top 10 Risks for 2007 Top 10 Risks for 2025

‘01 Cyber Attack or Data Breach ‘

02 Business Interruption

03 Economic Slowdown or Slow Recovery
04  Regulatory or Legislative Changes

05 Increasing Competition

B
I
W
=
06 Commodity Price Risk or Scarcity of Materials [
&
[
=

01 Damage to Reputation or Brand

02 Business Interruption

03  Third Party Liability (incl. E&O)

04  Supply Chain or Distribution Failure
05  Market Environment

i)
I
&
(]
06 Regulatory or Legislative Changes i
[
]
=

07  Supply Chain or Distribution Failure
08 Damage to Reputation or Brand
09  Geopolitical Volatility

07 Failure to Innovate or Meet Customer Needs

08  Market Risk (Financial)
09 Property Damage
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THE MOST IMPORTANT GLOBAL BUSINESS RISKS FOR 2021 Allianz @

Business Interruption

Pandemic outbreak

Cyber incidents

Market developments

Changes in legislation and regulation

Natural catastrophes

Fire, explosion

Macroeconomic developments

Climate change/increasing volatility of weather

The 10th annual Allianz Risk Barometer survey was conducted among Allianz customers (global businesses), brokers and industry trade organizations. It also surveyed risk consultants, underwriters, senior
managers and daims experts in the corporate insurance segment of Allianz Global Corporate & Spedalty and other Allianz entities. Figures represent the number of risks selected as a percentage of all survey
responses from 2,769 respondents. All respondents could select up to three risks per industry, which is why the figures do not add up to 100%.

made with 23° | reuse Source: Allianz Global Corporate & Specialty

Fonte:https://eng.lsm.lv/article/economy/business/morthan-a-viruspandemicand-online-securityin-the-baltic-states.a399930/



https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/
https://eng.lsm.lv/article/economy/business/more-than-a-virus-pandemic-and-online-security-in-the-baltic-states.a399930/

CONTRAINTELIGENCIA
CORPORATIVA

ALLIANZ RISK BAROMETER 2024 | ALLIANZ COMMERCIAL

Business interruption Changes in legislation and regulation
(e.g., tariffs, economic sanctions, protectionism,

(IncL supply chain disruption) (e.g,, storm, flood, earthquake, wildfire,
extreme weather events) Euro-zone disintegration)

Cyber incidents

(e.g., cyber crime, IT network and service disruptions, malware
/ ransomware, data breaches, fines, and penalties)

,\ ¢ AT ~ ; ‘ :
e -
I I |e l I IOSt Macroeconomic developments ire, i i
(e.g., nflation, defiation, monetary (e.g., physical, operational, and financial
risks as a result of global warming)

policies, austerity programs)

mportant

tv" .
”‘-‘ ’n

Bl %

global | g
business risks T o e -

Political risks and violence Market developments

(e-g., political Instability, war, terrorism, coup (e.g, Intensified competition / new entrants, M&A,
d'éto l commotion, strikes, riots, looting market 'nouon tﬂuctunﬂon
. ] { .

Shortage of skilled workforce

Fonte:https://commercial.allianz.com/newand-insights/reports/allianzrisk-barometer.html
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Tipos de Risco V Corporativo
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O impacto do escandalo da Americanas no sistema
financeiro brasileiro | VEJA
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Rua dos Romeiros: calcaddo da Penha tem lojas fechadas, por ordem de criminosos, no dia seguinte a
megaoperacao que matou mais de 100 suspeitog-oto: Gabriel de Paiva / Agéncia O Globo
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Fonte:https://oglobo.globo.com/rio/noticia/2025/10/29/comercima-penhae-fechadopelo-sequndedia-sequidepor-ordem-de-bandidos.ghtml




